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‘‘We’ve been pretty reluctant to come out
swinging against Chinese corporate entities,
because they are our biggest trading partner.’’
Adam Boileau, cyber security expert

Despite data harvesting concerns, Govt says it lacks legal means to ban apps

TikTok has
been banned
from
government
devices in the
United States
and Canada.
Some
government
agencies in
New Zealand
share concerns
about potential
data
harvesting
through the
app.

TikTok app-rehension
Soldiers and defence personnel were
ordered to wipe TikTok from their
government-issued devices in No-
vember, amid growing concerns
about the video-sharing app within
Western governments.

The Defence Force is not alone in
developing a strict policy for the
Chinese-owned TikTok app, report-
edly used by more than 1 billion
people across the world.

At least nine organisations do not
authorise the use of the app on gov-
ernment devices, and the Ministry of
Education, which uses TikTok to
promote education programmes,
runs the app only on a phone that is
‘‘isolated’’ from its systems.

Government agencies have been
left to make their

own assessments of the risk of
TikTok, as New Zealand’s partners
clamp down due to concern about
data harvesting, a concern that has
been fuelled by growing tension
between the West and China.

The US and Canada this week
announced TikTok would be banned
on all government devices, with Can-
ada warning TikTok’s ‘‘data collect-
ion methods provide considerable
access to the contents of the phone’’.

While similar concerns have been
raised in New Zealand – Parliament’s
Speaker warned MPs in August that
downloading TikTok meant ‘‘your
devices could be accessed by
ByteDance (the owner of TikTok) and
the Chinese Government’’ – the Gov-
ernment says it lacked the legal
means to ban apps.

‘‘We don’t have a regime in New
Zealand where we ban particular
apps,’’ Prime Minister Chris Hipkins
said yesterday.

He said he does not and will not
use TikTok, but people ‘‘should make
their own informed decisions’’.

Adam Boileau, a security expert
from CyberCX, said TikTok had
become ‘‘collateral damage’’ amid
rising geopolitical tension, and New
Zealand would be reluctant to act as
its partners had.

‘‘We’ve been pretty reluctant to
come out swinging against Chinese
corporate entities, because they are
our biggest trading partner . . . We
really want to sit on the fence and not
piss off the Chinese.’’

Stuff asked more than 15 major
government agencies whether
TikTok was permitted on their
government-issued devices.

The agencies that did not author-
ise its use included the Defence
Force, Ministry of Education, Minis-
try of Foreign Affairs and Trade,
Department of Prime Minister and
Cabinet, Corrections, Police, Treas-
ury, Ministry of Justice and Ministry
for Primary Industries.

A Defence Force spokesperson
said defence personnel were issued a
directive on November 2, 2022, requir-
ing that TikTok be removed from
work devices after a ‘‘risk assess-
ment’’ of the app was conducted.

Ministry of Education corporate
leader Zoe Griffiths said TikTok was
not authorised on ministry devices,
with one exception – an approved

Ministry of Education Tiktok chan-
nel aimed reaching young people
with education promotions.

‘‘We operate the account with
strictly enforced protocols, including
using an isolated phone that is not
connected to the ministry system,’’
Griffiths said, of the ‘‘very cautious’’
approach.

The Ministry of Foreign Affairs
and Trade had ‘‘prevented’’ the use of
TikTok on ministry devices, a spokes-
person said.

The Security Intelligence Service
and Government Communications
Security Bureau did not use TikTok
as an external communications chan-
nel, a spokesperson said.

There was no comment on wheth-
er Tiktok was authorised for devices
issued by either agency. However,
both agencies’ systems are known to
operate within Sensitive Compart-
mentalised Information Facilities
where external phones and devices
are not permitted.

Corrections blocked all social
media websites and applications from
its network, except for Linkedin. A
TikTok account used for a recruit-
ment drive was administered by a
contractor.

Agencies that had no specific
TikTok policies or restrictions
included the Ministry of Social Devel-
opment, Health NZ, Ministry of Busi-
ness, Innovation and Employment,
Inland Revenue Department and
Ministry of Transport.

Ministry of Social Development
general manager of technology Tracy
Voice said staff were given general
guidance ‘‘that they must only use
approved technology and apps to
transfer ministry information or con-
duct ministry business’’.

Boileau said he was not surprised
there was a ‘‘mish-mash’’ of TikTok
policies, as there was no centralised
guidance.

He said Western governments
were concerned about the volume of
data TikTok collected, given the
Chinese Government’s track record
for using bulk datasets obtained by
methods including hacking.

There was also concern about
TikTok’s algorithm being used for
information warfare, he said.

Every Chinese company ulti-
mately answered to the Chinese Com-
munist Party.
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Demand for
‘drastic action’

on climate crisis
About 1000 students yesterday marched to

Parliament with a simple message for
politicians: Immediate policy change is needed.

❚ Read more, page 5

Inset left: The placards waved across the
country told the story. This one was
spotted at a protest in Dunedin.
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NZ ‘dropping ball’ on
cancer vaccinations
HannahMartin

Unless New Zealand ups its game on
HPV vaccination, wewill ‘‘without a
doubt ... have a huge crisis’’ on our
hands in future, a doctor warns.

The Guardian recently reported
Australia is on track to eliminate
cervical cancer, which kills about 50
Kiwi women annually, by 2035.

Experts there were ‘‘highly
optimistic’’ it could be eliminated in a
littlemore than a decade, as HPV
vaccination levels are on the rise.

But on this side of the ditch, HPV
(human papillomavirus) vaccination
uptake is lower than it needs to be,
which GP Dr Cathy Stephenson says is
‘‘letting our young people down’’.

‘‘We’re dropping the ball so badly.’’
Today is International HPV

Awareness Day, becausewithout
vaccination, about 80% of sexually
active adults will be infectedwithin
their lifetime.

The Gardasil HPV vaccine protects
from six types of cancer, including of
the throat, cervix, vulva, penis and
anus.

It’s funded for those aged 9 to 26,
delivered primarily through schools-
based programmes.

New Zealand’s target is for 75% of
eligible boys and girls to be fully
immunised against HPV.

In 2020/21, 62.5% of rangatahi born
in 2007were fully immunised; in
2021/22 (of those born in 2008) this
was 54%, TeWhatu Ora data shows.

Uptakewas 46.2% among Pacific
and 48.5% ofMāori young people born
in 2008.

The reduced number of in-person
school days due to lockdowns and low
school attendance rates affected the
delivery of HPV immunisation, Te
Whatu Ora said in a recent report.

HPV has a lag time: You vaccinate in

intermediate for cancers which occur
10, 20 or even 30 years later, so it feels
‘‘there’s no sense of urgency’’.

‘‘But our kids will be getting those
cancers.’’

In 2020, theWorld Health
Organisation (WHO) launched a Global
Strategy to Accelerate the Elimination
of Cervical Cancer by 2030.

To eliminate the disease, WHO aims
that 90% of girls be fully vaccinated
against HPV by age 15.

‘‘We’re so far away from that,’’
Stephenson said.

‘‘The tragedy forme is we have an
extraordinary vaccine which is safe and
effective, and somehowwe’re failing.
We are really failing.’’

According to shipments data from
Pharmac, 136,000 funded HPV vaccine
doses were distributed in 2022,
comparedwith 144,000 in 2021 – a 5%
decrease, supplier Seqirus told Stuff.

Data shows the percentage of
children being vaccinated
predominantly in schools, suggesting
uptake among 15 to 26-year-oldsmay
be declining, a spokesperson said.

Stephenson, on the board of the
Sexually Transmitted Infections
Education Foundation and Head and
Neck Cancer Foundation, said the
approach needs a rethink.

We could be looking at whether it
could be delivered differently – given
alongside another vaccine, or in places
likemarae as happenedwith Covid-19,
she said.

Messaging is also critical: When you
mention something sex-related to
parents of an 11-year-old, you ‘‘just don’t
get that buy in’’.

‘‘Theymay not seem vulnerable
now, but 20 to 30 years from now
whenwe’re treating cancers they’ve
got that could’ve been preventable,
[we’ll] struggle to answer questions as
to why.’’
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